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Abstract

The two major systems of formal verification are model checking and algebraic model-
based testing. Model checking is based on some form of temporal logic such as linear temporal
logic (LTL) or computation tree logic (CTL). The most powerful and realistic logic being used
is CTL, which is capable of expressing most interesting properties of processes such as liveness
and safety. Model-based testing is based on some operational semantics of processes (such as
traces, failures, or both) and its associated preorders. The most fine-grained preorder beside
bisimulation (mostly of theoretical importance) is based on failure traces. We show that these
two most powerful variants are equivalent; that is, we show that for any failure trace test there
exists a CTL formula equivalent to it, and the other way around. Our result allows for parts
of a large system to be specified logically while other parts are specified algebraically, thus
combining the best of the two (logic and algebraic) worlds.

Keywords: model checking, model-based testing, stable failure, failure trace, failure trace pre-
order, temporal logic, computation tree logic, labelled transition system, Kripke structure.

1 Introduction

Computing systems are becoming more and more important in our daily life. Our cell phones,
cars and planes are all embedded with computing systems. Security protocols for communication
enable electronic commerce, the Internet, and telephone networks. Highway and air traffic control
are also using hardware and software systems. Not only critical systems (whose failure causes
death or loss of property or both) but also family equipment is nowadays digital. The assurance
of correctness for hardware and software systems is therefore very important and often no failure
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is acceptable. Indeed, we are becoming more and more reliant on computing devices than ever
before; the importance of developing methods of checking and ensuring correctness is critical.

Verification is the process of proving or disproving the correctness of a system with respect
to a certain specification or property. There are four kinds of methods of verification: Testing (or
simulation) [9, 13], deductive verification [11], formal testing [6, 14] and model checking [4, 5].
Simulation is a traditional, non-formal method of verification and it is still the most widely used:
We inject signals into the system, run it, and then observe the resulting signals; we then judge
whether the results are the same as expected. The disadvantage of simulation is that it cannot
check all the possible situations, which means it can disprove but cannot prove. Deductive ver-
ification uses axioms and proof rules to prove mathematically the correctness of the system:; it is
a time consuming process that can only be performed by experts with education in logical rea-
soning and considerable experience. (Formal) testing is a method in which test cases are derived
systematically and automatically from the specification. We run all the test cases against the sys-
tem under test and observe the final results of the run. Model checking is a method for formally
verifying finite-state systems. The specification of the system is described by temporal logic for-
mulae. We then construct a model of the system and we label all the states in the model where the
formulae hold to see whether the initial states of the model satisfy the formulae.

Model checking is a complete verification technique, but it needs to model the whole system
tirst and then prove the correctness of the design. Simulation performs an imperfect verification
on the original system because it cannot check all the possible situations, while model checking
performs a formal verification on a potentially imperfect model of the system. In addition, model
checking is not compositional, so a concurrent system will have a huge amount of states. Model-
based testing is compositional but not necessarily complete as some tests could take infinite time
to run and also tests are derived from a potentially incomplete model of the system. The logical
nature of specification for model checking allows us to only specify the properties of interest while
the algebraic nature of specification for model-based testing is represented as a labelled transition
system or finite automaton, so one has to more or less specify the whole system.

In model checking we specify the system using temporal logic, which come in in three vari-
eties: CTL*, CTL and LTL. In this paper, we concentrate on CTL. We also concentrate of arguably
the most powerful method of model-based testing, namely failure trace testing [8]. Beside power,
failure trace testing also introduces a set (of sequential tests) that is sufficient to assess the failure
trace relation.

Some properties of a system may be naturally specified using temporal logic, while others may
be specified using finite automata or labelled transition systems. Such a mixed specification could
be given by somebody else, but most often algebraic specifications are just more convenient for
some components while logic specifications are more suitable for others. Consider some proper-
ties that are expressed as CTL formulae and hold for some part A of a larger system. They could
be model checked. We know then that part A is correct. We have a second part B of the same
system, where our specification is algebraic. We can do model-based testing on it and once more
be sure that part B is correct. Now we put them together. The result is not automatically correct.
We do not even have a global formal specification: part of it is logic, and other part is algebraic.
Ergo, before checking the whole system, we need to convert one specification to the form of the
other and then check it at once. We describe in this paper precisely such a conversion. Indeed, we
show that for each CTL formula, there is an equivalent failure trace test suite, and the other way
around.



We are opening the domain of combined (algebraic and logic) methods of formal system veri-
fication. The advantages of such a combined method stem from the above considerations but also
from the lack of compositionality of model checking (which can thus be side-stepped by switch-
ing to algebraic specifications), from the lack of completeness of model-based testing (which can
be side-stepped by switching to model checking), and from the potentially attractive feature of
model-based testing of incremental application of a test suite insuring correctness to a certain
degree (which model-checking lacks).

2 Preliminaries

Temporal Logic and Model Checking. A specification can be described by a temporal logic
formula. The model of the system under test (that should have the same properties as the system)
is a Kripke structure. The goal of model checking is then to find the set of all states in the Kripke
structure that satisfy the given logic formula. The system then satisfies the specification provided
that all the (designated) initial states satisfy the logic formula.

Formally, a Kripke structure K over a set AP or atomic propositions is a tuple (S, So, —, L),
where S is the set of states, Sy is the set of initial states, —C S x S is the transition relation, and
L : S — 2AP is a valuation that specifies which atomic propositions are true in each state. We
usually write s — f instead of (s,t) €—. Itis required that — be total, so for all s € S there exists
t € Ssuch that s — ¢, but such a requirement is easily established using a “sink” state. A path
7 in a Kripke structure is a nonempty finite or infinite sequence sy — s; — s, — --- such that
s; — siy1 for all i > 0. The path starts from state syg. For any Kripke structure K and state sy we
can build a computation tree with nodes labelled with states and the root being labelled s, such
that (s, t) is an edge in the tree iff s — ¢.

CTL* [7], CTL [3] (computation tree logic) and LTL [10] (linear-time temporal logic) are all
temporal logics. CTL* is the most general. Both LTL and CTL are strict subsets of CTL*. CTL*
formulae are used to describe the properties of computation trees. CTL* formulae consist of path
quantifiers and temporal operators. There are two path quantifiers: A and E, that describe the
branching structure of the computation tree as the states in the tree develop several successive
states which then generate multiple paths starting from the same state. A then refers to all (for all
the computation paths) and E refers to exist (for some of the computation paths). There are five
basic temporal operators: X “next”, F “eventually”, G “always” or “globally”, U “until”, and R
“releases”.

We have two kinds of formulae in CTL*: state formulae and path formulae. State formulae
hold in a specific state, while path formulae hold along a specific path and are put together using
path quantifiers. CTL, a sub-logic of CTL* uses the branching time approach, which adopts a tree
structured time, allowing some states to have more than a single successor. In CTL, the temporal
operators X, F, G, U, R must be immediately preceded by one of the path quantifiers A or E. The
syntax of CTL state formulae can thus be defined as follows: With a ranging over AP, and f, fi, f>
ranging over state formulae,

f = TlLllal=flANf2| AV f2]
AXFIAFFIAGFIAfiUfL[AfIR fo|
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The truth value of a CTL formula is defined in terms of Kripke structures. The notation K, s F f
means that in a Kripke structure K, formula f is true in state s. The notation K, 7r F f means that in
a Kripke structure K, formula f is true along the path 77. The meaning of F is defined inductively.
f and g are state formulae unless stated otherwise.

1. K,s E T istrue and K, s F _L is false for any state s in any Kripke structure K.
2. K,sFa,ae APiffa € L(s).

K,s E ~fiff =(K,s E f).

K,sFEfAgiffK,sF fand K,s F g.

K,sFEfVvgiffK,sE forK,sF g.

S

K,s F E f for some path formula f iff there is a path m =s — 51 — s, — --- — s; such that
K, mF f.

7. K,s E A f for some path formula f iff K, 7 = f forall paths r =5 — 51 — 55 — -+ — 5,

We use 7' to denote the i-th state of a path 7 (with the first state being state 0, or 71°). The
definition of = for path formulae is:

1. K,7r|:Xfiffk,7r1 Ff.

2. K,Ef U g iff there exists j > 0 such that K, il E gand K, A= g forall k > j, and for all
i<jK,mEf.

3. K,mkE fRgiffforall j > 0,if K, 7' ¥ f for every i < j then K, 7/ F g.

Stable Failures. CTL semantics is defined over Kripke structures, where each state is labelled
with atomic propositions. By contrast, the common model used for system specifications in
model-based testing is the labelled transition system (LTS), where the labels or formulae are as-
sociated with the transitions instead. In model-based testing [6, 14] test cases are derived from a
model that describes some functional aspects of the system under test. Tests are derived system-
atically and formally from the model, such that they are sound and complete. The system under
test is the process we need to check for correctness. The model, an LTS, is usually an abstract
representation of the system’s desired behaviours. Some times finite automata are used instead,
which are a particular, finite case of LTS.

An LTS is a tuple M = (S, A, —,s9) where S is a countable, non empty set of states. sy € S is
the initial state. A is a countable set of labels denoting visible (or observable) events (or actions).
—C S x (AU{1}) x S is the transition relation, where 7 is the internal action that cannot be
observed by the external environment. We often use p —— ¢ instead of (p,a,q) €—. The sets of
states and transitions can also be considered global, case in which an LTS is completely defined
by its initial state. We therefore blur whenever convenient the distinction between an LTS and a
state, calling them both “processes”.

A relevant set of tests run parallel with the system under test and synchronize with it over
visible actions. A run of a test t and a process p represents a possible sequence of states and



actions of t and p running synchronously. We have in fact a set of possible runs Obs(t,p). If
we have r € Obs(t, p) then the result of f testing p may be the run r. We take the outcomes of
a particular run of a test as being success (T) or failure (L). The outcome of run r is L if r is
unsuccessful, or ¥ contains a state g such that g T (7 diverges) and g is not preceded by a successful
state; g 1 iff there exists q1, 92, ... gk, - . ., such that g SN q1 SN q2 LN LN G T, ... that s,
an infinite path of 7 actions starts from the state 4.

Since some tests or processes are nondeterministic, there may be many different runs of a given
test on a process under test; therefore, a set of outcomes is required to give the results of possible
runs. The may powerdomain identifies that a process may pass a test in order to be regarded as
successful, and the must powerdomain identifies tests that must be successful.

To analyze processes, it is necessary to consider those sequences of events that can be observed
as the interface of the processes. A trace is simply a record of events in the order that they occur.
The set of traces of a process is the set of all sequences over A¥ = A U {v'} that might possibly be
recorded. A represents the set of actions of the process. The v (tick) represents termination. No
event of the process can happen after the termination happens. In other words, the termination
event occurring in a trace must appear at the end. The set of all possible traces of a process p is
denoted by traces(p).

A path (or run) 7 starting from state p’ is a sequence py -, p1 2, Pk—-1 2, px with
k € N such thatk = 0, or pg = p’ and p; 4 SN p;forall 0 < i < k. We use |7| to refer to k, the
length of 7. If || < oo, then we say that 7 is finite. The trace of 7 is the sequence trace(7) =
(ai);e (a:0<i<|n| a2} € AY. We ignore the intermediate states (which involve internal actions) and
internal transitions (which are not observable by the external environment), and consider only
visible transitions. The intermediate states are those states that have internal outgoing actions, in
other words, they are not stable states.

The notation p == p' states that there exists a sequence of transitions whose initial state is p,
whose final state is p/, and whose visible transitions form the sequence w. Since the termination
can only occur at the end of an execution, the tick v' may happen in w only at the end. The notation
p == stands for Ip’ : p == p’. The traces of a process p then can be defined as traces(p) = {w :
p == }. In all, the finite traces of a process p can be defined as Fin(p) = {tr € traces(p) : 5(tr) C
AY A |tr] € NAV ¢ 8(init(tr))}, where init(tr) contains exactly all the proper prefixes of tr and
5(tr) refers to the set of all the elements in the trace tr. |tr| refers to the length of the trace tr.

A process p which can make no internal progress (that is, it has no outgoing internal actions)
is said to be stable [12], defined as p |= —(3p’ # p : p == p'). A stable process p can always
respond in some way to the offer of a set of event X C AY if there is at least one a € X that p can
execute. If there is no such an a then p will refuse the entire set X, denoted by p ref X. Generally,
pref X =Vac X:-(3p' :p==p' Ap' | Ap ).

The refusal of an offer set X might happen during an execution of the process p. Such a refusal
will be recorded together with the finite sequence w (the sequence of events of how the process
proceeds) in order to indicate at which step the refusal happens. The observation (w, X) is called
a stable failure [12] of p whenever Ip® : p == p® A p¥ | ApY ref X. The set of stable failures of p is
then SE(p) = {(w, X) : Ip¥ : p == p¥ A p¥ | Ap® ref X}. The process p performs the events in w,
then reaches a stable state where it refuses all the events in the set X. In other words, if the process
p reaches a state after the performance of w where only events in the set X are provided, then no
further execution can be done. Let p and g be two processes. Then p Cgr g iff Fin(p) C Fin(q)
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and SF(p) C SF(q). We call Cgg the stable failure preorder: p implements g iff the set of finite traces
of p is included in the set of finite traces of g, and the set of stable failures of p is also included in
the set of stable failures of g. Given the preorder, one can easily define the stable failure testing
equivalence ~gp: p ~g q iff p Csr g and g Cgp p. Other preorders can be defined; in general, Cgr
is one of the finest preorders [2].

Failure Trace Testing. In what follows we use the notation init(p) = {a € A : p ==}. A failure
trace f is a string of the form f = Apa1A1as ... Aya,, n > 0, witha; € A* and A; C A (the sets of
refusals). Let p be a process such that p == Po LIS p1 =2, ... 2L P f = AoarAraz ... Ayay is
then a failure trace of p whenever:

o If p; — then then A; = (), which means that pi is not a stable state and thus refuses an
empty set of events by definition.

o If =(p; —), then A; C (A \ init(p;)); for a stable state the failure trace refuses any set of
events that cannot be performed in that state (including the empty set).

In all, we get a failure trace of p by taking a trace of p and then putting into it refusal sets after
stable states.

Systems and tests can be concisely described using the testing language TLOTOS [1, 8], which
will also be used in this paper. A is the countable set of observable actions, ranged over by a. The
set of processes or tests is ranged over by t, t; and t,, while T ranges over the sets of tests. The
syntax of TLOTOS is defined as follows:

t=stop|a;ty |i;t1|6;t1 | pass |t Oty | ZT.
The semantics of TLOTOS is then defined as follows:
1. inaction (stop): no rules.
2. action prefix: a; t; s handijt; —— 1
3. deadlock detection: 6; t; 4, t1.

. . Y
4. successful termination: pass — stop.

5. choice: with g € AU{y,0, 1},

-5t

t Ot 2t
Ot st
6. generalized choice: withg € AU {vy,6, 7},

t =5t

s({nyut) ¢




The symbol y signals the successful completion of a test, while 6 is the deadlock detection
label. Any process (or LTS) is also described as a TLOTOS process not containing y and 6. A
failure trace test on the other hand is a full TLOTOS process, i.e., may contain y and 8. A test
runs in parallel with the system under test according to the parallel composition operator ||g. This
operator also defines the semantics of 6 as the lowest priority action:

pL)p’ t T

pllet —— p'llet  pllot — p'[lot

Y a / a /
t — st — t—t
S PP aeA

pllot —— stop pllot == p'let

t-2 ¢ -3x € AU{T, v} : pllot —

0
pllet — pllot’

Given that both processes and tests can be nondeterministic we have a set TT(p||ot) of possible
runs of a process and a test. The outcome of a particular run 77 € TI(p||gt) of a test t and a process
under test p is success (T) whenever the last symbol in trace(7) is , and failure (L) otherwise. All
the possible outcomes of all the runs in TT(p||gt) are denoted by Obs(p, t). One distinguishes the
possibility and the inevitability of success for a test. Indeed, we write p may ¢t iff T € Obs(p, ),
and p must t iff {T} = Obs(p, t).

The set S7 of of sequential tests is defined as follows: pass € 87, ift € §7 thena;t € ST for
anya € A,and if t € ST then X{a;stop:a € A’} 006;t € ST forany A’ C A.

A bijection between failure traces and sequential tests exists. For a sequential test t the failure
trace ftr(t) is defined inductively as follows: ftr(pass) = 0, ftr(a;t') = a ftr(#'), and ftr(Z{a; stop :
aec Ay 06;t') = A ftr(t'). Conversely, let f be a failure trace. Then we can inductively define
the sequential test st(f) as follows: st()) = pass, st(af) = a st(f), and st(Af) = Z{a;stop :
a € A} O6;st(f). For all failure traces f we have that ftr(st(f)) = f, and for all tests t we have
st(ftr(t)) = t.

We can thus convert a process-oriented testing equivalence into a testing-based testing equiv-
alence. Indeed there exists a successful run of p in parallel with the test ¢, iff f is a failure trace of
both p and t. We define p Ty g iff ftr(p) C ftr(g). The process-based testing equivalences on both
stable failures and failure traces express exactly the same idea.

Proposition 1 [8] Let p be a process, t a sequential test, and f a failure trace. Then p may t iff f € ftr(p),
where f = ftr(t).

Let py and p; be processes. Then p1 Csr po iff p1 Crr p2 iff pr may t = py may t for all failure
trace tests t iff Vi’ € ST : py may ' = p, may t'.

Let t be a failure trace test. Then there exists T(t) C ST such that p mayt iff 3t' € T(t) : p may t'.

Note in passing that unlike other preorders, Csr can be in fact characterized in terms of may
testing only; the must operator needs not be considered any further.



3 CTL Is Equivalent to Failure Trace Testing

This section presents the main contribution of this paper. Indeed, we analyze the equivalence
between labelled transition systems and Kripke structures and then we establish the equivalence
between failure trace tests and CTL formulae. We establish such equivalence by constructing two
functions that convert failure trace tests to CTL* formulae and the other way around.

3.1 Equivalence between LTS and Kripke Structures

We first define an LTS satisfaction operator similar to the one on Kripke structures in a natural
way. Informally, the outgoing transitions of an LTS state are the propositions that hold in that
state.

Definition 1 SATISFACTION FOR PROCESSES: A process p satisfies a € A, written by abuse of notation

p E f,iff p —. That p satisfies some (general) CTL* state formula is defined inductively as follows: Let f
and g be some state formulae unless stated otherwise; then,

1. p E T istrueand p & L is false for any process p.

2. pE=fiff=(pEf)

3. pEfAGIffpE fandpE g.

4. pEfVgiffpEforpEg.

5. p E E f for some path formula f iff there is a path m = p — 51 — 55 —2 - - such that 7k f.

a2

6. pE A f for some path formula f iff p £ f for all paths m = p =% 51 15 55 25 ...

We use 7' to denote the i-th state of a path 7 (with the first state being state 0, or °). The definition of
F for LTS paths is:

1. tEXfiff il E f.
2. mE f U giff there exists j > 0 such that 7/ = g and n* E g for allk > j,and 7' & f forall i < j.
3. mE fRgiffforall j > 0,if ' ¥ f for every i < j then 7l F g.

We also need to define a weaker satisfaction operator for CTL. Such an operator is similar to
the original, but is defined over a set of states rather than a single state. By abuse of notation we
denote this operator by  as well.

Definition 2 SATISFACTION OVER SETS OF STATES: Consider a Kripke structure K = (S, So, R, L)
over AP. For some set Q C S and some CTL state formula f we define K, Q F f as follows, with f and g
state formulae unless stated otherwise:

1. K,QFE Tistrueand K, Q F _L is false for any set Q in any Kripke structure K.
2. K,QFaiffa € L(s) forsomes € Q,a € AP.
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K,QF ~f iff ~(K,QF f).
K,QFfAgiff K,QF fand K,QF g.
K,QF fVgiffK,QF forK,QF g.

K,Q F E f for some path formula f iff for some s € Q there exists a path m = s — s1 — s, —
- — s;such that K, m & f.

S T

7. K,Q F A f for some path formula f iff for some s € Q it holds that K, 7t &= f for all paths m = s —

S1 —> Sy — -+ — §j.

With these definition we can introduce the following equivalence relation between Kripke
structures and LTS:

Definition 3 EQUIVALENCE BETWEEN KRIPKE STRUCTURES AND LTS: Given a Kripke structure K
and a set of states Q of K, the pair K, Q is equivalent to a process p, written K, Q ~ p (or p ~ K, Q), iff for
any CTL* formula f K,QF fiffpF f.

It is easy to see that the relation ~~ is indeed an equivalence relation. This equivalence has the
useful property that given an LTS it is easy to construct its equivalent Kripke structure.

Theorem 1 There exists an algorithmic function & which converts a labelled transition system p into a
Kripke structure K and a set of states Q such that p ~ (K, Q).

Specifically, for any labelled transition system p = (S, A, —,sp), its equivalent Kripke structure K is
defined as K = (S, Q, R', L") where:

1. 8 ={(s,x) :s € S,x Cinit(s) }

2. Q={(so,x) € §'}.
3. R’ contains exactly all the transitions ({s, N), (t, O)) such that (s, N), (t,O0) € S', and

(a) foranyn € N, s == t,
(b) for some q € S and for any o € O, t == q, and
(c) if N = ) then O = () and t = s (these loops ensure that the relation R’ is complete).

4. L': S" — 2°P such that L' (s, x) = x, where AP = A.

Figure 1 illustrates graphically how we convert a labelled transition system to its equivalent
Kripke structure. As illustrated in the figure, we combine each state in the labelled transition sys-
tem with its actions provided as properties to form new states in the equivalent Kripke structure.
The transition relation of the Kripke structure is formed by the new states and the corresponding
transition relation in the original labelled transition system. The labeling function in the equiva-
lent Kripke structure links the actions to their relevant states. An LTS states in split into multiple
Kripke states whenever it can evolve differently by performing different actions (like state p in the
figure).

Using such a conversion we can define the semantics of CTL* formulae with respect to a pro-
cess rather than Kripke structure. One problem—that required the new satisfaction operator for
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Figure 1: The conversion from LTS (a) to its equivalent Kripke structure (b). Each state of the
Kripke structure (b) is labelled with the LTS state it came from, and the set of propositions that
hold in that Kripke state (the loops for states satisfying no proposition are not shown).

sets of Kripke states as defined in Definition 2—is introduced by the fact that one state of a process
can generate multiple initial Kripke states. We believe that the weaker satisfaction operator from
Definition 2 is introduced without loss of generality and can be worked around by such mecha-
nisms as considering processes with one outgoing transition (a “start” action) followed by their
normal behaviour.

Proof of Theorem 1. The proof relies on the properties of the syntax and semantics of CTL*
formulae and is done by structural induction.

For the basis of the induction, we note that T is true for any process and for any state in any
Kripke structure. p E T iff K, Q F T is therefore immediate. The same goes for _L (no process and
no state in any Kripke structure satisfy 1). p F aiff £(p) = K, Q F a by the definition of &; indeed,
a € init(p) (so that p F a) iff a € x for some state (s, x) € Q thatis,a € L'({s, x)).

On to the inductive step. p F fiff £(p) F f’ for any formula f’ by induction hypothesis, so we
take f/ = —~fandsop F ~f iff &(p) F —f.

Supposethat p = fand [or] p F g (sothatp F f Ag[p F fV gl). This is equivalent by induction
hypothesis to &(p) F f and [or] &(p) E g, thatis, &(p) E fAQ[E(p) E £V gl, as desired.

a a a a . .
Letnow mbeapath m = p —> s —> s — -+ — s, starting from a process p. According

to the definition of &, all the equivalent paths in the Kripke structure &(p) have the form 7’/ =
(p, Ao) — (s1,A1) — (s2,A2) — -+ — (sy, Ap), such thata; € A; forall 0 < i < n. Clearly,
such a path 7’ exists. Moreover, given some path of form 77, a path of form 7 also exists (because
no path in the Kripke structure comes out of the blue; instead all of them come from paths in
the original process). By abuse of notation we write &(71) = 7/, with the understanding that this
incarnation of & is not necessarily a function (it could be a relation) but is complete (there exists
a path &(7r) for any path 7). With this notion of equivalent paths we can now proceed to path
formulae.

Consider the formula Xf such that some path 7 satisfies it. Whenever 7 £ Xf, 7! E f and
therefore &(7r)! F f (by inductive assumption, for indeed f is a state, not a path formula) and
therefore &(7) £ Xf, as desired. Conversely, &(7) F Xf, thatis, £(71)! £ f means that ' F f by
inductive assumption, and so 77 F Xf.

The proof for F, G, U, and R operators proceed similarly. Whenever 7 = F f, there is a state 7t
such that 77 F f. By induction hypothesis then &(7)’  f and so &(7) F F f. The other way (from
&(7r) to m) is similar. The G operator requires that all the states along 7 satisfy f, which imply that
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all the states in any &(71) satisfy f, and thus &(7) F G f (and again things proceed similarly in
the other direction). In all, the induction hypothesis established a bijection between the states in
7 and the states in (any) &(7r). This bijection is used in the proof for U and R just as it was used in
the above proof for F and G. Indeed, the states along the path 7r will satisfy f or ¢ as appropriate
for the respective operator, but this translates in the same set of states satisfying f and g in &(7),
so the whole formula (using U or R holds in 7 iff it holds in & (7).

Finally, given a formula E f, p F E f implies that there exists a path 7 starting from p that
satisfies f. By induction hypothesis there is then a path &(7r) starting from &(p) that satisfies f
(there is at least one such a path) and thus &(p) F E f. The other way around is similar, and so
is the proof for A f (all the paths 7 satisfy f so all the path &(7r) satisfy f as well; there are no
supplementary paths, since all the paths in &(p) come from the paths in p). O

3.2 From Failure Trace Tests to CTL Formulae

Let P be the set of all processes, 7T the set of all tests, and F the set of all CTL formulae. We are
now ready to show that any failure trace test can be converted to an equivalent CTL formula.

Theorem 2 There exists a function \ : T — F such that for any process p, p may t iff £(p) E P(t).

Proof. The proof is done by induction on tests. In the process we also construct (inductively) the
function .

We put Y(pass) = T. Any process passes pass and any Kripke structure satisfies T, thus it is
immediate that p may pass iff £(p) E T = p(pass). Similarly, we put y(stop) = L. No process
passes stop and no Kripke structure satisfies L.

On to the induction steps now. We put (i; t) = (t): an internal action in a test is not seen by
the process under test by definition. We then put y(a; t) = a A EX ¢ (t). We note that p may (a; t)
iff p may a and p’ may t for some p —— p’. Now, p may a iff &£(p) F a by the construction of
&, and also p’ may t iff £(p’) E (t) by induction hypothesis. By Theorem 1, when we convert
p to an equivalent Kripke structure &(p) we take as new states the original states together with
their outgoing actions. So once we are (in &(p)) in a state that satisfies a, all the next states of
that state correspond to the states following p after executing a. Therefore, X(1(t)) is satisfied in
exactly those states in which t must succeed. Thus p may a; t iff £(p) E a A EXy(t). For illustration
purposes note that in Figure 1 the initial state p becomes two initial states (p, {a}) and (p, {b});
the next state of the state satisfying the property a in the Kripke structure contains only g (and
never t).

Note now that [ is just syntactical sugar, for indeed t; [J t, is perfectly equivalent with
{t1,t2}. We put' Y(ZT) = V,er (). p may T iff p may ¢ for at least one ¢ € T iff £(p) F P(t)
for at least one t € T (by induction hypothesis) iff &(p) & ;e Y(f).

We finally get to consider 6. Note first that whenever 6 does not participate in a choice it
behaves exactly like i, so we assume without loss of generality that 8 appears only in choice con-
structs. We also assume without loss of generality that every choice contains at most one top-level
0, for indeed 6;t; O] 6; t, is equivalent with 6; (f; [J ;). For convenience let T = {t1,t2,...,t4}.
Weput (ZTO6;t) = (P(t1) VP(t2) V- -V 1P(tn)) V (= (P(t1) AP(t2) A+ AP(tn)) Ap(t)). We
establish that p may XT O 6; t iff £(p) F ¢(ZT O 6; ) in this particular case by induction over #,
the size of T.

1 As usual Vier={t,..,t,}  is ashorthand for t; V- - V ;..
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Forn =1, thatis, T = {t1}, p may #; O 6; ¢ iff p may #; or it is not the case that p may #; but
p may t. This is equivalent to &(p) E P(t1) V ((E(p) ¥ P(t1)) A (E(p) E Y(t))), thatis, &(p) E
P(t) V ((—(t1)) Ap(t)), as desired. We now assume that the property holds for T = {t1,...,t,}
and consider anew b ¢ T. We have p may X(T U {b}) O 6; tiff pmay LT O b 6; ¢ iff p may X T or
p may b, or it is not the case that p may T or p may b, but p may tiff &(p) E (P(t1) V... VP(t,)) V
E(p) EY(b) vV (&E(p) F (W(t1) V...V P(t,)) NE(p) F p(b) Né(p) E1p(t)) (by induction hypothesis
for n and also for 1) iff £(p) E (P(t1) V...V P(t,) V(b)) V (E(p) ¥ (W(t1) V...V P(t,) V(b)) A
E(p) E @) iff &(p) E (P(t) V...V P(ty) V(b)) V (=(P(t1) V... V(L) V (b)) A p(t)) iff
&E(p) E(Z(TU{b}) O0;t), as desired.

Both inductions (over the size of T and over the structure of tests) are complete. ]

3.3 From CTL Formulae to Failure Trace Tests

We go now the other way around and show that CTL formulae can be converted into failure trace
tests. Recall that P is the set of all processes, 7 the set of all tests, and F the set of all CTL formulae.
By abuse of notation we write p may A for some A C 7 iff pmay t forall t € A.

Theorem 3 There exists a function w : F — 27 such that for any process p, &(p) F f iff p may w(f).

Proof. The proof is done by structural induction over CTL formulae. As before, the function w
will also be defined inductively in the process.

We put w(T) = {pass}. Any Kripke structure satisfies T and any process passes pass, so it
is immediate that &(p) F T iff p may {pass} = w(T). Similarly it is immediate that &(p) F L iff
p may {stop} (namely, never!), so we put w(L) = {stop}. We then put w(a) = {a; pass}, noting
that &(p) F a iff p may a; pass by the definition of &.

For exactly all the tests t € w(f) we add t' to w(—f), where t' is generated out of ¢ using
the following algorithm: We first force all the successful states to become deadlock states (that is,
we eliminate the outgoing action y from t completely); whenever the test would have reached a
successful state, it now reaches a deadlock state and fails. Then we introduce an action 6 followed
by an action y (success) to all the states except the ones that were success states originally; this
way, ' can succeed in any state other than the original success states.

We put w(fi A f2) = w(f1) Uw(fz). Indeed, &(p) E fi A friff &(p) F f1 and &(p) E fo iff
p may w(f1) and p may w(f) (by induction hypothesis) iff p may w(f1) U w(f2). Whenever
&(p) E fi A fo the process p should pass all of the tests in w(f1) and w(f;) (and the other way
around).

A direct form of w(f1 V f») is exceedingly complicated, so we retort instead to the De Morgan
rules for logical operators and we put w(f1 V f) = w(=(=f1 A —f2)). Given the De Morgan rules
(namely, that —(f; V f») is equivalent to —f; A —f,) and the previous definitions of w(—f) and
w(f1 A f2), the correctness of the construction is immediate.

Now we put w(EX f) = {Z(a;t :a € A) : t € w(f)}. As shown in Figure 2, the test suite is
generated by combining a choice of action from all the available actions and the tests from w(f).
p may w(EX f) iff p passes each of the test cases above, which is equivalent to p being able to
perform an action (any action!) and then pass the tests in w(f). By the inductive assumption that
w(f) is equivalent to f, the above is equivalent to &(p) = EX f (any action then satisfy f).

We then have w(AX f) = {a;t O 6;pass : a € A, t € w(f)}. As shown in Figure 3, the test
suite is generated by combining an action and a test from w(f). When the action is not provided,
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Figure 2: Test suite for the CTL formula EX f.

0 0 0 0
aq ay, .. aq ay,
pass pass pass pass

Figure 3: Test suite for the CTL formula AX f.

a deadlock detection transition will take place and lead to a pass state (so that particular test does
no play any role). The test suite is generated by providing all the possible actions; the system
under test however does not necessarily have to perform all the possible actions before going to
the point where the tests are from w(f). When the system under test runs in parallel with the
test case, we get a deadlock whenever the respective action is not encountered in the system; this
leads to a pass state and then we continue to check the results of the other runs with the other test
cases. p may w(AX f) iff p passes each of the test cases above, that is, whenever p can perform an
action then after performing it (in the next state) it passes all the tests in w(f) (which by inductive
assumption is equivalent to the formula f).

We put w(EF f) = {t/ = t0OL(Z(a;t :a € A)) : t € w(f)}. Another way of depicting
w(EF f) is shown graphically in Figure 4. The test suite is generated by combining a choice of
actions and the tests in w(f). Then, we combine a choice of action followed by another choice of
action with the tests in w(f), and so on until the last layer of the tree of the Kripke structure. The
resulting test suite is nondeterministic. p satisfies the formula EF f iff p passes the tests in w(f),
or p can perform one action and at the next state it passes the tests in w(f), or p can perform two

Figure 4: Test suite for the CTL formula EF f.
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a €EA

a €A

Figure 5: Test suite for CTL formula AG f.

actions and then it passes the tests in w(f) and so on. Clearly this corresponds to the formula EF f
given the induction hypothesis that w(f) is equivalent to f.

Let w(AF f) = {w(f) Ow(AX ') : f' = fV AX f'}. Here f’ is a recursive definition. Unfold-
ing this formula yields f or AX (f V AX f’) or AX (f V AX (f V AX f)), and so on. The process
should satisfy any of the unfolded formulae in order to let the process satisfy the original formula
AF f. Asin a Kripke structure, the states in the first layer need to satisfy the formula f or the states
in the second layer need to satisfy the formula f, and so on. In terms of labelled transition system,
the process need to pass the tests in w( f) or it performs some action to the second layer states and
then the process need to pass the tests in w(f), and so on. These are clearly equivalent.

Similarly, we put w(EG f) = {w(f) Uw(EX f') : f' = f AEX f'}. When we unfold f" we get
fand EX (f AEX f) and EX (f A EX (f AEX f')) and so on. The process should satisfy all of the
unfolded formulae in order for the the process satisfy the original formula EG f. As in a Kripke
structure, the states in the first layer need to satisfy the formula f and then some successive states
in the second layer need to satisfy the formula f and so on. In terms of labelled transition system,
the process need to pass the tests in w(f) and then perform some action to the second layer states
and then pass w(f) and so on. Again, these are equivalent.

Once more similarly we put w(AG f) = {w(f) Uw(AX f') : f/ = f AAX f'}. Unfolding
f' yields f and AX (f A AX f') and AX (f A AX (f AAX f’)) and so on. Figure 5 illustrates that
the test suite is generated by combining a choice of action and the tests in w(f), then a choice of
two actions followed by the tests in w(f), and so on until the last layer of the tree of the Kripke
structure. p satisfies the formula AG f iff p passes the tests in w(f), or p can perform an action and
then at the next states pass the tests in w(f), or or p can perform two actions then it pass the tests
from w(f), and so on.

Finally we put w(E f1 U f2) = {(w(fi) Uw(EX ) O i; (w(f2) Uw(EX ") : f/ = 1A
EX f', f" = fo NEX f”}. This is similar to the EG f case: f’ and f” are recursive definitions.
Unfolding the formula yields f; and EX (fi A EX f’) and EX (f1 A EX (fi AEX f’)) and so on,
until we change via an internal action to f, and EX (f, A EX f”) and EX (fo AEX (f2 AEX f")),
etc. In a Kripke structure, the states in the first layer need to satisfy the formula f; and then some
successive states in the second layer need to satisfy the formula f; and so on. At some point, some
states need to satisfy the formula f, and from then on some successive states need to satisfy f,
along the whole path. In terms of labelled transition system, the process need to pass the tests in
w(f1) and then perform some action to the second layer of states where some state needs to pass
the tests from w( f1) again, and so on until some point where some state passes w( f»); from then
on, some state from every layer needs to pass w(f2).
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Thus we complete the proof and the conversion between CTL formulae and sequential tests.
Indeed, note that all the remaining CTL constructs can be rewritten using only the constructs
discussed above. O

4 Conclusions and Open Problems

We have shown the equivalence between CTL formulae and failure trace tests. Our results can
be summarized as follows: We defined the equivalence between a process or a labelled transition
system and a Kripke structure in Definition 3, and then (Theorem 1) we built a function that
converts any labelled transition system to an equivalent Kripke structure. As a result, we can
define the semantics of CTL formulae with respect to a process rather than a Kripke structure. We
then define two functions 1) and w that link the failure trace tests to corresponding, equivalent
CTL formulae (Theorems 2 and 3).

It is worth noting that the function & creates a Kripke structure that may have multiple initial
states, and so we were forced to use a weaker satisfaction operator over sets of states (rather than
single states) as per Definition 2. We note however that such an issue manifests itself only when
the LTS being converted exhibits initial nondeterminism, meaning that it can perform nondetermin-
istically more than one initial action. No other form of nondeterminism requires satisfaction over
sets of states. Therefore a sufficient condition to eliminate satisfaction over sets of states is that the
initial state of the LTS being converted is stable and all its actions lead to one next state; indeed, in
such a case the initial state in never split in the equivalent Kripke structure. Initial nondetermin-
ism can thus be eliminated by creating a new start state that performs a “start” action and then
gives control to the original initial state. Our results are thus without loss of generality; indeed,
it is easy to see that in the absence of initial nondeterminism the proofs of Theorems 1, 2, and 3
revert to the normal satisfaction operator (over Kripke states).

This being said, the existence of a conversion between LTS and Kripke structures that preserves
the nice properties (used subsequently) of the conversion described in Definition 3 and also copes
directly with initial nondeterminism is an interesting open problem.

In all, we have developed a combined method of system verification. We provided the means
to convert failure trace tests into CTL temporal logic formulae and CTL temporal logic formu-
lae back into failure trace tests. This opens the way toward a combined, logical and algebraic
approach to formal verification. Such a combined approach has a number of advantages over
traditional approaches. Model-based testing is incomplete but has the advantage of incremental
or compositional application. By contrast, model checking is complete but must be applied all at
once, generating the state explosion problem [5]. CTL formulae represent loose specifications, as
we only specify the properties of interest; by contrast, algebraic models for model-based testing
represent the specification quite strictly. Whether one specification is better than the other depends
on the particular system under scrutiny. In our work, we convert CTL temporal logic formulae
to tests and the other ways around; as a result, no matter how the system is specified (one part
logically and the other algebraically), we can just apply either model checking or testing globally.
This is extremely important for large systems with components at different level of maturity. The
canonic example is a communication protocol: the end points are algorithms that are likely to
be amenable to algebraic specification, while the communication medium is something we don’t
know much about. It could be a direct link, a local network or something else. However, its prop-
erties are expressible using temporal logic formulae. The conversion therefore is very useful. Such
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a conversion can also allow the use of the fastest, most suitable, or even most convenient method
of verification, irrespective to the form taken by the specification.

The results of this paper are important first steps towards the ambitious goal of a unified
(logic and algebraic) approach to conformance testing. We believe in particular that this paper
opens several direction of future research. The main challenge in the method we introduced is
dealing with the infinite-state test cases. Indeed, the test cases produced from CTL temporal logic
formulae can have an infinite set of states. This is fine theoretically, but from a practical perspective
it is worthy of future work to eliminate infinite states or to obtain usable algorithms than simulate
runs of infinite-state test suites with the system under test and obtain useful results in finite time.
The tests developed here can be combined with partial application so that another interesting
research direction is to find partial application algorithms that yield total correctness at the limit
and have some correctness insurance milestones along the way.

On the conversion the other way around (from tests to CTL formulae) we note that the obtained
formulae 1(f) may not be in their simplest (or more concise) form possible in several respects. The
formulae may even have an infinite length (this happens for infinite tests), since they don’t really
exploit the operators G, F, U, and R. We have strong reasons to believe that bringing it to more
manageable proportions is possible, and this is one subject of our research.

Another obvious open question is whether there is an equivalence between a category of tests
and the full temporal logic CTL*.
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